Router configuration

Operating principles of outsourcing or remote data copy.

To guarantee a secure link between 2 IDSboxes via
Internet, the set up principle is as follows:

The remote IDSbox comes to connect itself to the

public IP address of the company’s broadband
access (ADSL, cable, fibre ...), at the scheduled time.

- If this public IP address is not fixed, this could be
relayed by a DynDNS type address (the IP address is
replaced in this case by a subdomain, which itself
does not change). You should obtain a fixed public
IP address from your Internet access provider.

For security reasons, the entry into the company’s
network via the broadband line is limited to a
certain number of services, thus blocking any
intrusion attempt. Only some ports remain open.
This is the method that is used to open ports to
allow on-line games. You will find therefore that in
some routers the menu “Gaming” is the menu by
which router ports are opened.

It is therefore necessary to open a port to allow a
direct and exclusive connection between two
IDSboxes.
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- The 52222 port is used since it is not used by any
current services.

- Opening this port implies the attribution of a
destination target which is the
Enterprise IDSbox. To identify this target precisely,

in this case

the Enterprise IDSbox has a fixed local IP code. This
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is the reason why it does not call the DHCP
(Random and dynamic IP attribution by a LAN
server).

This constitutes the first element of security of the
concept of transfer via the internet. The choice in the
sense of the connection (Remote IDSbox towards
Enterprise IDSbox) was chosen since the IT resources
are found naturally in the company. This avoids the
need to have technical constraints while installing and
connecting the remote box. No remote LAN
configuration is necessary during the installation of
the remote unit.

The second element of security: in order to ensure
the confidentiality of the transaction between the
two IDSboxes, an exchange procedure of
authentification keys is used through a SSL tunnel.
This step is initiated by the remote IDSbox; since the
receiving IDSbox has the

identification, it will authorize the connection and

same certificate of

dialog between the two IDSboxes.

The third element of security: in order to ensure that
it really is your remote IDSbox that is trying to

connect to the enterprise IDSbox, we have put in
place a password that provides an additional control
that it is indeed your IDSbox that is requesting access.
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Router configuration

Some examples of router configuration

LIVEBOX - example model Inventel

O

O 0o oo

Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address
automatically ».

Open a Web browser and enter the IP address indicated in manufacturer’s manual.

Enter the username and password as mentioned in the manufacturer’s manual.

Then select « Configuration », « Advanced » and lastly « Router » (1)

Enter a new Service with the following information (2) :

0 Service - give a name of your choice

0 Protocol > TCP

0 External port (Origin port) = 52222

0 Internal (Remote port) > 52222

O Server IP Address (Destination IP address) = IP address of the Enterprise IDSbox

Validate by clicking on « Add » (3)

livebox

Router - NAT
My services
Security
Configuration
Languages
Update

Port forwarding is used to forward specific incoming connections toward dedicated PC on your network.

Your computer's IP address : 10.0.0.32

Service

Protocol | External port |Internal port | Server IP address Remove
Administrator
Assistance
Advanced

ADSL
Wireless
Router
USB Host Port
uPnP
Dynamic DNS
Hetwork
Save

System Information

on the butten "Configure DMZ

Warning : To set the DMZ, you must first set the firewall level to "minimum®.

| Configure DMZ on this computer Remove DMZ saltings

O
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The configuration of your router for your IDSbox is now complete.

www.hantzundpartner.com/idsbox
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Router configuration

Sitecom - example model DC-202

O Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address
automatically ».

Open a Web browser and enter the IP address indicated in manufacturer’s manual.

Enter the username and password as mentioned in the manufacturer’s manual.

Then select « Advanced Settings », first spot « Virt. Serv. » (1)

Enter 52222 in the Service Ports zone(2)

Enter the IP address of your Enterprise IDSbox connected to the LAN (3) and tick the space (4)

As an option you can program a time to open the port, which you would have created before in

« Schedule » (Opt)

O0ooaoao

Home Wizard Basic Settings Security Settings Advanced Settinas Toolbox
— -
;: . [Virt. Serv.] Spec. Misc tin g™ Schedul
Servige Ports &
192.168.1.200¢ el
19 " |
- 102.168.1. 1
L3 192.168.1. {4 1

192.168.1.

192.168.1.

m

192.168.1. o
102.168.1. ]
192.168.1. m
192.168.1. ]

192.168.1. 0
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SITEC

INTERNET ~ NETWORK ~CONMNECTIVITY EXPANDIF OSSIBILITIES

o Do not forget to validate your entries by clicking on the save button.

Well known services ¥
Copyto |ip - ~

Schedule rule (00)Always ~

[ Save J l Undo I [ Help I

o The configuration of the router for your IDSbox is now complete.

S www.hantzundpartner.com/idsbox
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Router configuration

Netgear - example model ProSafe™ FVG318

O Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address
automatically ».

o Open a Web browser and enter the IP address indicated in manufacturer’s manual.

O Enter the username and password as mentioned in the manufacturer’s manual (by default this is
generally Admin / Admin),

O Select « Services », in the « Security » option. (1)

o Click on « Add Custom Service » (2) to open the port 52222

NETGEAR seitings

ProSafe™ B02.11g Wireless VPN Firewall FvG3is

Setup Wizard Sl Services

Basic Settings Custom Service Table

Wireless Settings | e tame ‘ Type | prioity | Ports (TCP or UDP) \

[e]1

iDsBOX | TCP | Nome | 52022 |

n

Logs

Block Sites
Rules
Services

Schedule

E-mail

VPN Wizard

[ Add Custom Service ] { Edit Service ] [ Delete Senvice
IKE Policies
VPN Policies
CAs

Certificates
CRL
VPN Status

Router Status ol

O Enter the requested values

Services m
2 ——' 3
— — 0 Service Name = give the name of your
Service Definition _ choice, e.g. IDSBOX
Name: [IDsBOX 0 Type = Protocol TCP
Type: TCP T 0 Start port =52222
Start Port 52222 0 Finish port (Destination port) = 52222
Finish Port: 52222
Default QoS Priority: None Click on « Apply » to validate.
[Back] [Apply ] [ Cancel ]

O You will come back to the « Services » screen in « Security »
O Select « Rules » (4), in « Security »

S www.hantzundpartner.com/idsbox
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Router configuration

NETGEAR scitings

ProSafe™ B02.11g Wireless VPN Firewall FvGais

Setup Wizard el Rules
Basic Settings Outbound Services
Wireless Settings # Enable | Service Name Action LAN Users | WAN Servers | Priority | Log
Default| Yes Any ALLOW always &4 Any Any MNone | Always
Logs 3
Block Sites Esit
Rules Inbound Services
Service: | ‘ # lEnaDIe‘ Service Narne| Action | LAN Server IP address ‘W’ANUSQ[E ‘Pnonryl Log ‘
Schedule | ® ‘ 1 ‘ ‘ IDSBOX |ALLDWNwavs 10.168.1.90 Any ‘ Nane Always‘
E-mail
I | ‘Delaull‘ Ye ‘ Any |BLDCKa\ways| Any ‘ None |Always
IKE Policies
VPN Palicies ;
CAs °
Certificates
CRL
VPN Status O
Router Status ol

O You come back to the « Services » in « Security »

o Click on the « Add » button to add an association rule between the service created and the IP address
of the Enterprise IDSbox.

o Select the service created previously and enter the IP address of the Enterprise IDSbox. (6)

o Then click « Enable » (7)

o The configuration of your router for the IDSbox is now complete.

S www.hantzundpartner.com/idsbox
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Router configuration

Linksys - example model RvV042

O Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address
automatically ».

o Open a Web browser and enter the IP address indicated in manufacturer’s manual.

O Enter the username and password as mentioned in the manufacturer’s manual. (By y default this is
generally Admin / Admin),

O Select « Setup » (1), then « Forwarding » (2)

o Click on « Service Management » (3) to open the 52222 port

LINKSYS'

A Division of Cisco Systems, Inc. Firmware Version: 13,9950

10/100 4-port VPN Router RV042

Setup System

Summary Setup DHCP

Management [T IR —— Firewall VPH Log Wizard Support Logout

| Forwarding | |  More.. =

Forwarding

Port Range Forwarding

Port Range Forwarding:

Service Management Add to list 1. Select the Service from

the pull-down menu.

2. Ifthe Service you need is
not listed in menu, please
click the Service

° Wanagement button to add
X 4 new Service and enter the
Protocol and Port Range.
Then click the Save Setting
button.

3. Enter the IP Address of
the server that you want
the Internet users to
access. Then enable the
entry.

4. Click the Add to List
button, and configure as

Port Triggering Application Name Trigger Port Range Incoming Port Range many enfries as you would
like. You also can Delete the

to to selected application
Addtolist Port Triggering:

Some Internet applications
or games use aternate
ports to communicate
between server and LAN
host.

Mare...

Show Tables Save Settings Cancel Changes

O Enter the requested values

S www.hantzundpartner.com/idsbox
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Router configuration

(& Service Management - Windows Internet Explorer [=]) = =3
[&] nttp://10168.1.150/serviced.htm -
servee iane T . 0 Service Name = give a name of your choice,
e I e.g. IDSBOX
- s O Protocol = TCP
ot Range 0 Port range (Origin port) = 52222
52227 o TEEE L . .
0 to (destination port) = 52222
Click on the button « Add to list », then « Save
setting » to validate
[ o setng_| [ e |
[# € Internet | Mode protégé : activé #100% -

0  You will come back to « Setup » - « Forwarding »

Port
Management

System
Summary

System X :
" & I Al
Setup DHCP Management Firewvall VPH Leg Wizard

| More.

| Forwarding

IDSBOX [TCP/52222~52227]

[ Service Management

Ooo0oooao
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Select the service you have just created (4)

Complete the field « IP Address » (5) with IP address value of your IDSbox
Tick the « Enable » button (6) to activate the service

Click on « Add to list » (7) to validate your input

The configuration of your router for the IDSbox is now complete.

www.hantzundpartner.com/idsbox
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Router configuration

3Com Office Connect - example model 3CRWDR100A

Go to the configuration space of your router as indicated in the quick installation guide or the user

manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address

automatically ».

o Open a Web browser and enter the IP address indicated in manufacturer’s manual.
O Enter the username and password as mentioned in the manufacturer’s manual. (By y default this is

generally Admin / Admin),
Select « Special Applications » (1), in « Firewall »

activate

f http://192.16B.1.1/ - Windows Internet Explorer

G

~ [ hitpiff1oz.168.1.1]

Enter the port 52222 as « Trigger port » and « public port » as shown (2) and tick « Enabled » to

[e]-

s »
3 Tools =

w o !@http:mgz.ma.l.u | | - B = - |z Page =
~
OfficeC t
IceConnect’ADSL Wireless 11g Firewall Router
Setup Wizard Special Applications
LANSElOnG Some applications such as games, video conferencing, remote access applications and
Wireless Settings others require that specific ports in the Router's firewall be opened for access by the
x] applications. You can configure the port settings from this screen. Note: Opening ports in
Internet Settings your firewall can pose a security risk. You can enable and disable settings very quickly. It is
Routing recommended that you disable the settings when you are not using a specific application.
Firewall B v' Copv =
swcrial Applications Trigger |Trigger Public Port Publlc Enabled
Virtual Servers Port Type
Client IP Filters s
MAC Address Filtering P
bMz E Clear
Advanced
DDNS [ Clear
SNMP o =
1| @TCP ®TCP
4 = Clear
System Tools ‘ Qupp | O upp &
Status and Logs ®
= TCP 1 | @T1Cr
5 | | Clear
L Oupp ! | Qupp = e
—| ®@Tce ®Tce
&, Clear
‘ Ouoe ! QO upp =
| ®@71cp 7 | @TeP
% | | Clear
= Oupp | Ouop » e
E— 5
A i - L1220 o el .
& nternet HA00%
Wstat. CEB® [ £ hitpsffiz. [ msBakup o[l [CREAET Te D s

O
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The configuration of the router for the IDSbox is now complete.
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Router configuration

BT Voyager - example model 3CRWDR100A

O Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address
automatically ».

o Open a Web browser and enter the IP address indicated in manufacturer’s manual.

0 Enter the username and password as mentioned in the manufacturer’s manual. (By y default this is
generally Admin / Admin),

O Select « Special Applications » (1), in « Firewall »

O Then select « Port Forwarding » (2) and click on « Add » (3)

e Yoyager 220¥ Configuration Manager - Windows Internet Explorer g@@
@\:\ v |2 hitpyirioz 16811 w42/ x] | i B
U6 @ | @ voyager 2200 Configuration Manager [_‘ - B - v [hPage - GhTook -
4\
BT! Virtual Server Configuration
DMZ Host:Port Forwarding:Dyvnamic DNS (ALG

|Quick start
| Troubleshooting Port Forwarding ‘m\»G)

Eaigyraton Create the port forwarding rules to allow certain applications or server software
L QUIck SETUR s to work o your Computers if the Tnterst connection uses NAT,
VOISR

Local Network
= I;:z:ii e Application External Packet Internal Host Slate

Virtual Server Name IP Address Protocol Port IP Address  Port
| P Routing

DNS Server

Quality of Service m
| IGMPProxy

System

Status °

Version 3.03c
Done & Internet FoA00%
¢4 start LG Yl Y B

O Enter the data as shown below

Port Forwarding

Add New Port Forwarding Rule

Application Name: 0 Define an application name (3)

O Pre-defined: amerade 0 Enter the address of the Enterprise

® User defined:  |ID Server : — _@ IDSbox in « Internal Host IP address »
From Internet Host IP Address: !ALL VI (4)

Forward to Internal Host IP Address: i192‘168.1‘200 o} Indicate the 52222 port in a” the
By tising the Fiites: fields linked to the TCP protocol (5)
Protacal External Packet Forward to Internal Host 0 Click on « App'y » to validate (6)

Port Start Port End Port Start Port End
|Tce v [52222 | [52222 | |52222 | |52222 I‘_®
e ™ | | | | | | | |
ee @ | | | | | || |

o The configuration of your router for the IDSbox is now complete.

oS

B

HANTZ

The Upgrade Company! www.hantz.com

www.hantzundpartner.com/idsbox

Schweiz: I]
Tel.: 061 /27 311 - 31
Fax: 061/27 311-39

Osterreich: ==
Tel.: 01/58 55430
Fax: 01/58 55 460

Deutschland: !
Tel.: 0761 /59 21 00
Fax: 0761 /58 52 28

+ PARTNER



Router configuration

Ultimobyte - example model Halon SX-50

O

Go to the configuration space of your router as indicated in the quick installation guide or the user
manual. You need a PC whose TCP/IP configuration is configured to « obtain an IP address

automatically ».

Open a Web browser and enter the IP address indicated in manufacturer’s manual.
Enter the username and password as mentioned in the manufacturer’s manual. (By y default this is
generally Admin / Admin),

Select « Services » (1), in « Firewalling »
Choose « Custom Services » (2) and click on « new service » (3)
Make for example the service IDSBOX, select TCP for the protocol and enter the port 52222 in
« Source Ports » and « Destination ports » as shown below (4) then validate.

~ & & (©]httpyr92.168.4.50/ m kS
H/0S Extreme - .
m Firewall / Services
2
™ Overview £ - -
& Management ("‘5““' fijter !E“_F‘!EE_'—;D
Schedule
= [| customservices | Predefined Services
| Reporting
@ Netwark R 1D Hame Pratocol Source/Type Dest/Code Forward
Lo Wireless service:1 admin_services TCP " 22,80,443
& Applications & service:2 Vine TCP.UDP 5901
B Firewalling service:3 SSH2 TCP,UDP 122
Visual Filters service:4 DMZ TCP.UDP 25.53
Policies service:5 DMZ_PROXY TCP.UDP 80.443,21.20
Quality of Service service:6 SSH TCp 22
¥ Services service:7 FTP_DATOS TCP,UDP 20,27200-27210
Address Groups 4 ' service:8 SMTP2 TCR A 2525
Policy Routing service:9 IDSBOX Tcp 52222 52202
Options
= utMm
[\ Inspection | Editcustom service #9 [~
=2 Virtual Private Network = Overview General  What are services?
08 Help - - i
= Advanced Mame: |IDSBOX |
Main Protocol: [TC |
TCP/UDP
Source Ports: | 52222 |
|~ — Destination Ports: | 52222 |
*N:w Service :
Forward Ports: | |
Save Service ;
p

O Add an address group (4 — 5) to make known the Enterprise IDSbox IP Address (6)

H/0S Extreme

| The firewall configuration has chan

m—
_Aapy )

ged.

Firewall { Address Groups

e Overview -
U2 wariagemint ( visual Filter: Iﬁ“_f_‘.'t_e.C—;-D
1] Schedule =
B Reporting || Address Groups Predefined Groups
@ Network o D Name Addresses/Networks
L Wireless group:12 Aula_aceptado 192.168.2.99 | Delete |
i Applications - group:13 Anti-spam 192.168.0.2 _Delete

Visual Filters

Policies

Quality of Service

Services

» Address Grnups@

Policy Routing

Options
= utm
[} Inspection J Add Address Group ‘ > ]
@ Virtual Private Netwark * Overview General
08 Help o 1
o Name: | |

Visual Filter, | default (sf:1) |
item: | 18 0.99  |Negation: [] | Delete.
AR =
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Router configuration

o Now you need to create a rule via the menu « Policies » (7) and link it to the IDSBOX service created
previously (8)

H/OS Extreme | The firewall configuration has changed Apely_)| e
o Overview — =

&< Management ( Visual Filter: | Mo filter jj ( Advanced Mode is activated. Advanced policies are not interpreted in Basic Mode. _ Basic )
(] Schedule

E Frans [ | Policies | Loas |

@ Network * 56 @ IDSBOX-Port-Forward IDSBOX (any - etherl:ip) sany @ Delete | (2] @[~
L Wireless @ Block any lany = ary)  any o)

& Applications -

E Firewalling

Visual Filters
¥ Policies
Services

Address Groups
Policy Routing

Options
5 utM 7
[7} Inspection (| EditPolicy #56 | statistics | = | f S
[8F] Virtual Private Network — ~ Overview | What can policies do?  Conditi ‘ What are conditions?
08 Help - DSBOXPort-Forwal lDeaoe &
» Redirection Name: | IDSBOX-Port-Forwar Service: | IDSEOX ‘ﬂ
o Action: | Allow Packet | From IP(s}: L N = |
To IPisk: | etherlip -0
New Group
— Packet Flow How does flows work?
Flush States s I _ r
ST— o =l am hd | Disabled o >
New Policy NS O =l : [
. Direction  1:st Interface Firewall 2:nd Interface  Direction
Save Policy
== F

O The last step consists of the redirecting of the service (port 52222)towards the Enterprise IDSbox
address that was created as a group of addresses (9)

H/0S Extreme \ The firewall configuration has changed. Apgly | TP P TS
fin Overview ——

22 Management ( Visual Filter: | Mo filter ‘jj ( Advanced Mode is activated. Advanced policies are not interpreted in Basic Mode. Basic )
(€] schedule

= Policies Logs

| Reporting J 5 |

@ network - ‘ 56 & IDSBOX-Port-Forward IDSBOX (any - etherl:ip) sany @ Delete | (] @[~
L2 Wireless | ® Block ahy (any — an = an o]

45 applications -

B Firewalling

Visual Filters

¥ Policies
Quality of Service
Services
Address Groups
Policy Routing

Options - — i
5 utM
[, Inspection [ Edit Palicy #56 statisties |+ |
& Virtual Private Network =
08 Help -

Owverview Packet Forwarding

Destination Address: Ugﬂsﬁ—ygx '-[

Smart Balancing: [}

Redirection

Policy Routing
Routels) for "any": ‘E‘,s,_abl‘i‘!

Route(s) for "none": | dizabls -'

_New Policy

Save Policy

o The configuration of your router for your IDSbox is now complete.

S www.hantzundpartner.com/idsbox
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